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Key Findings

Shadow Al is nearly universal in SMEs. 80% of employees at SMESs bring their own Al tools.
Companies with 11-50 employees face 269 shadow Al tools per 1,000 employees.

Governance has not kept pace. About 77% of small businesses using Al have no written Al
policy. Only 30% of US employees say their company has any Al guidelines.

Sensitive data exposure is accelerating. 39.7% of Al interactions now involve sensitive data,
up from 10.7% two years ago.

The financial impact is severe. Shadow Al breaches cost USD $4.63M on average, $670K
more than standard incidents.

Every major report ignores SMEs. Of 12 significant studies in 2024-2026, only one provides
an explicit small-business breakout.

vireosentinel.com



1. How widespread is shadow Al in small
businesses?

Multiple independent studies point the same way. Shadow Al is not an edge case. It is how most
people use Al at work.

78% of employees use Al tools not approved by their employer (WalkMe/SAP, 2025). IBM found
that 80% of office workers use Al, with only 22% relying exclusively on employer-provided tools
(IBM/Censuswide, 2025). UpGuard reported that nearly 90% of security professionals use
unapproved Al tools (UpGuard, 2025).

For smaller companies specifically, Microsoft's Work Trend Index found that BYOAI (bring your own
Al) is more common at small and medium-sized companies than at enterprises. 80% of Al users at
SMEs bring their own tools, compared with 78% overall.

Reco's data quantifies the density problem. At companies with 11-50 employees, 27% of workers
use unsanctioned Al tools, and those businesses face 269 shadow Al tools per 1,000 employees.
That is roughly four times the exposure of larger organisations.

Small business Al adoption itself is surging. 68% of small businesses in the US use Al (US
Chamber of Commerce, 2025). The SBE Council reported 88% of small businesses use Al tools
(October 2025). Salesforce found 75% of SMBs are at least experimenting with Al (December
2024). Al adoption in small business is no longer a question. Governance is.

2. The governance gap is worse than you think

The gap between Al usage and Al governance is stark across all organisations. In small businesses,
it is a chasm.

Gallup found only 30% of US employees say their company has Al use guidelines (June 2025).
ISACA reported 69% of organisations have no formal Al policy (December 2025). For SMEs
specifically, around 77% of small businesses using Al have no written Al policy (Digital Applied
Analysis, 2025).

IBM's 2025 Cost of a Data Breach Report found that 63% of breached organisations either lack an
Al governance policy or are still developing one. Only 34% perform regular audits for unsanctioned
Al use.

The problem runs deeper than missing policies. Even when companies provide approved Al tools,
85% of employees who have access to them still use unapproved alternatives as well (IBM/Morning
Consult, 2025). Providing tools without visibility does not solve the problem. People use what works,
whether it is sanctioned or not.
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3. What sensitive data is going into Al tools?

Cyberhaven's 2026 analysis of 222 companies found that 39.7% of all Al interactions now involve
sensitive data. That is up from 34.8% in mid-2025, 27.4% a year before that, and just 10.7% two
years ago. The trend is steep and accelerating.

Employees input sensitive data into Al tools once every three days on average. The most common
types are source code (18.7%), R&D; materials (17.1%), and sales and marketing data (10.7%),
according to Cyberhaven. Harmonic Security found a different distribution: code (30%), legal
discourse (22.3%), M&A; data (12.6%), and financial projections (7.8%).

Copy-paste is the primary vector. Mimecast reports that 90% of shadow Al data loss occurs through
paste events, with only 10% via file uploads. But file uploads carry outsized risk. Harmonic found
that files were the source of 79.7% of all credit card exposures and 75.3% of customer profile leaks.

In Australia specifically, 36% of employees have inputted confidential data into Al tools. The most
commonly shared categories include strategic plans (44%) and technical data (40%), according to
the Josys Shadow Al Report 2025.

Personal accounts remain a major exposure channel. 60.9% of Perplexity usage is through personal
accounts, 58.2% for Claude, and 32.3% for ChatGPT (Cyberhaven, 2026). Personal account usage
bypasses SSO, centralised logging, retention policies, and DLP controls entirely.

4. What does this actually cost?

IBM's 2025 Cost of a Data Breach Report found that breaches involving shadow Al cost an average
of USD $4.63 million, exactly $670,000 more than standard breaches at $3.96 million. Shadow Al is
now one of the top three costliest breach factors.

Shadow Al breaches are more damaging than typical incidents. They are more likely to compromise
customer PII (65% vs 53% average) and intellectual property (40% vs 33% average), and take
about a week longer to detect and contain.

For SMEs, absolute breach costs are lower but potentially existential. Estimates range from USD
$254,445 for businesses with 25-299 employees (IBM/Microsoft, 2024) to $3.31 million for
organisations under 500 employees (Deepstrike, 2025). Twenty-nine percent of small businesses
never fully recover their pre-breach revenue levels.

The upside is equally clear. Organisations with established Al governance policies saved $147,097
per breach (IBM, 2025). Harmonic reported that organisations implementing light-touch guardrails
achieved up to a 72% reduction in sensitive data exposure, and at the same time increased Al
adoption by 300% (Harmonic, 2025).

Insurance is adding pressure too. AlG, Great American, and WR Berkley are seeking regulatory
approval to exclude Al-related liabilities from corporate policies entirely (Financial Times, 2025).
Organisations without documented Al governance may find themselves uninsurable for their most
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likely breach vector.

5. Regulatory deadlines are converging

Three major regulatory milestones affect businesses of all sizes in the next 12 months.

EU Al Act (2 August 2026). The main obligations for high-risk Al systems take full effect. Penalties
reach EUR 35 million or 7% of global turnover. SME penalties are capped at the lower of the two
thresholds, but the obligations themselves are not waived.

Australian Privacy Act (10 December 2026). Automated decision-making transparency
obligations commence. Organisations must disclose the types of personal information used in
automated decisions, which decisions are fully automated, and where automation substantially
assists human decisions.

GDPR (ongoing). Any Al tool processing personal data requires a lawful basis, data protection
impact assessments for high-risk processing, data minimisation, and transparency about Al use.
Cumulative GDPR fines since 2018 total EUR 5.88 billion.

Professional regulators are converging separately. In legal services, 71-83% of professionals use Al
without formal approval, yet only 30% of law firms have Al policies. In healthcare, 88% of health
systems use Al internally, but only 18% have both a mature governance structure and a formed Al
strategy.

6. Every major report ignores SMEs

A review of the 12 most significant shadow Al reports published in 2024-2026 reveals a structural
blind spot.

Cyberhaven's 2026 report analyses 222 companies with enterprise telemetry. Harmonic monitors
14,000 enterprise users. Netskope tracks 3,500 enterprise customers. Cisco's Al Readiness Index
explicitly excludes organisations under 500 employees. McKinsey's State of Al focuses on
companies with over $100 million in revenue.

Only Reco provides explicit small-business shadow Al data (an 11-50 employee breakout).
Microsoft published a supplementary SMB piece with limited detail.

This gap matters because the available data suggests SMEs face higher shadow Al density per
employee (Reco), higher BYOAI rates (Microsoft), and far lower governance rates (Digital Applied,
Gallup cross-reference). Yet they have virtually no benchmarking data against which to measure or
improve.

Enterprises have Cyberhaven, Harmonic, and Netskope monitoring millions of data flows. Smaller
organisations are flying blind.
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What to do about it

The evidence supports three priorities.

Get visibility first. You cannot govern what you cannot see. Before writing policies or choosing
approved tools, understand which Al platforms your team actually uses, how often, and what
categories of data are involved.

Inform, do not block. Banning Al is not a viable strategy. 60% of employees say using
unsanctioned tools is worth the security risk to work faster (BlackFog, 2026). 46% would continue
using Al tools even if their employer banned them (Consultancy.uk, 2025). Effective governance
gives people information and choice, not blanket restrictions.

Start before the deadlines. The EU Al Act, Australian Privacy Act amendments, and evolving
professional standards are not waiting. Neither are insurers. Governance built now generates
evidence by the time enforcement begins.

This report draws on publicly available research from 2024-2026. Sources are cited inline. Published February
2026.

Vireo Sentinel provides Al visibility and governance for teams of any size. Start a free trial at vireosentinel.com.
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